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NIS2 Requirement
Policies on risk analysis,

security policies

Incident management

Business continuity and recovery

Supply chain, vendor and service
provider security

Security in network and
information systems

Evaluation of cyber security and risk
management effectiveness

Cyber security training and hygiene

Encryption and secure
communication

Personnel security, access control,
and asset management

The use of multi-factor authentication
or continous authentication

How WithSecure can help

WithSecure Consulting: Services include risk framework
alignment, risk analysis, security assessments and penetration
testing, which align with NIS2’s requirement for regular risk anal-
ysis and vulnerability assessments.

WithSecure Elements XDR: Provides anomaly detection and
incident response capabilities, enabling early threat detection
and automated responses. Provides assurance to auditors
and regulators of adequate cloud security risk and governance
controls.

WithSecure Elements Exposure Management:
Continuously address threats with risk-based prioritization as
part of your vulnerability management and asset management
with Elements. Offers continuous recommendations by simulat-
ing attack paths, identifying critical vulnerabilities, and offering
risk focused outputs to proactively strengthen defenses.

WithSecure Elements Collaboration Protection: Provides
protection across cloud platforms used by suppliers and
partners, ensuring secure access and data exchange. Adds
protection to Microsoft 365 native security capabilities, address-
ing advanced cyber threats such as malware, ransomware,
compromised accounts, phishing and targeted attacks.

WithSecure Elements Exposure Management:

Identify and assess your digital exposure, providing continuous
visibility into vulnerabilities of your attack surface. Offers con-
tinuous recommendations by simulating attack paths, identify-
ing critical vulnerabilities, and offering risk focused outputs to
proactively strengthen defenses.

WithSecure Elements Exposure Management:

Discover your attack surface, understand your attack and get
support for risk assessment. It provides an overview of Internet
facing assets and risks to be used for risk management. Offers
continuous recommendations by simulating attack paths, iden-
tifying critical vulnerabilities, and offering risk focused outputs to
proactively strengthen defenses.

WithSecure Elements: Includes all security capabilities in one
platform, from identifying, protecting, detecting and responding
to advanced threats. Supporting function: Elements provides an
overview of Internet facing risks and their migitation which can
be used for training purposes

WithSecure Elements Collaboration Protection: Monitors
encrypted communications across collaboration platforms, en-
suring compliance with encryption standards. Adds protection
to e.g. Microsoft 365 native security capabilities, addressing
advanced cyber threats such as malware, ransomware, com-
promised accounts, phishing and targeted attacks.

WithSecure Elements Identity Security: Detects potentially
compromised identities that are used by attackers to access
Microsoft 365 or other cloud-based services. Helps organiza-
tions monitor and manage potential insider threats or external
attackers compromising staff credentials, reducing the risk of
identity-based breaches. Ensures that all endpoints and assets
(both physical and cloud-based) are monitored and protected,
helping organizations meet NIS2’s asset management require-
ments.

WithSecure Consulting: Advice on design and implementa-
tion, compliance checks and audits of MFA implementation




